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Are Your Critical Data Files Safe?

Each surgery has the responsibility for protecting its own data files. If this process
fails then your financial and clinical records could be irretrievably lost.

The risk of data loss is always present however data loss need not be a disastrous
experience if this eventuality is planned for. The strategy employed to guard against
data loss should be equal to the importance of the data you wish to protect.

1. Keep your computers and network in good working order.
2. Carry out regular software maintenance with updates and patches.
3. Perform regular backups and have a disaster recovery strategy.

Backup and Disaster Recovery Strategy

Backing up the data from your practice management and clinical software is one of
the most important “housekeeping” tasks that should be performed on a daily basis.

Most practices are aware of the need to secure their data but seldom check the
integrity of the process by restoring the data to confirm that a successful backup has
taken place. Computer systems are generally reliable but for most users the need to
recover from a system failure will occur at some time. It is also important that you
know how to retrieve data should the need arise. With some forward planning this
potential disaster can be little more than a short and inexpensive process.

Recommendations for Back Up

e Take a daily backup of all files that are important to the running of your practice.
(ie: clinical data files, practice management data files, document files, financial
records, etc.)

e Keep separate backup media for each day of the week.

e Take some backups offsite but keep them readily accessible should the need arise.

e Periodically restore a backup to a temporary location to check the integrity of the
backup process and to test the ability of your staff to perform this task.

These recommendations represent a minimum set of standards to protect you. Other
considerations are:
® A permanent weekly, fortnightly or monthly backup, burnt to a CD or DVD.
This provides an historical record that could be used to restore your data or as
proof of the integrity of your records.
e [f you do not have a CD burner, an increase in the number of backup cycles
can provide a better coverage than the common ‘once a day’ backup. Refer to
the Backup Cycle Example for a more secure process.

A good backup strategy is business critical, therefore consult with your IT specialist
to ensure that your strategy is correct for your situation.

The responsibility your surgery has for protecting your data deserves due
consideration and forward planning. If you have a system failure in your surgery and
you are prepared for this eventuality then the downtime and costly staff hours can be
avoided.



Backup Cycle Example

Organise your backup strategy based on weekly and monthly cycles.
The weekly cycle will ensure you can call on your information as far
back as 3 weeks and your monthly will allow you to call back on your
data as far back as 12 months. The cost of backup media can be
insignificant compared to the costs of data loss or an extended
recovery.

Daily - Backup every day Monday to Thursday (this should include Friday if the practice
is open 6 days per week or Friday and Saturday if the practice is open 7 days). Each
day’s media will be overwritten on the same day next week.

Weekly - Take a full backup at the end of the working week. This backup is executed on
Friday, Saturday or Sunday depending on the days worked per week.

Ensure you have media for Weeks 2 and 3 (and Week 4 for 5 week months) as explained
above. Each weekly media will be overwritten on the same week next month.

The last week of the month (Week 4 or 5) you will need a monthly backup

End-of-Month - Take a full backup for the last working day of the last week of the month.
This may be a Friday, Saturday or Sunday depending on days worked. This end-of-month
media should be labelled with the name of the month and securely stored for 12 months.
This media will be overwritten in the same month next year.

Example: The backup cycle below is for a 5 day working week and caters for a 5 week
month. An extra 5 Media would be required for a 6 day week, an extra 10 for a 7 day week.

Week1 Mon Tue Wed Thu Week1 Backup

Week2 | Mon Tue Wed Thu Week2 Backup i,

Week3 [ Mon Tue Wed Thu Week3 Backup

Week4 [ Mon Tue Wed Thu Week4 Backup

Week5 Mon Tue Wed Thu Month1 Backup

Month2-12 Backup

Rotate backup media on Monday to Thursday (4 media required)
Have 4 Weekly media available (to accommodate 5 week months)
Have 12 Monthly media.

Total 20 media required for 5 day working week.

This article has been abridged.
The full version can be downloaded from www.australiandoctor.com.au/md_support.asp




