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HCN Technical Support Knowledge Base Article: GEN-09

HCN Technical Support KBA:
PKI Certificate Renewal (Medicare Australia)

This article applies to Product(s):
Blue Chip 2.2 and above (Medicare Australia Online)

Summary:

PKI certificates are the basis of an encryption technology used for the secure transmission of data. PKI
technology is used in Blue Chip for the secure transmission of online claiming data. This document
specifically addresses the procedure for renewing your Medicare Australia Online Site certificate in Blue
Chip.

Note that the current Medicare Australia PKI certificate expires periodically, and is replaced with a new
certificate.
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Information:

Under normal circumstances, the following instructions will only need to be performed on the computer
containing the PSI Store. Typically this machine is the Server, unless the Store has been created/copied to
multiple computers on the network, in which case these computers will also need their PSI Store updated as
well.

Step 1: Download and Install the Updated PKI Certificate Manager

The PKI Certificate Manager will require to be upgraded before renewing your certificates:

1) Ensure that you have a valid Internet connection from this computer.

2) Download the latest PKI Certificate Manager utility available from:
http://www.hcn.com.au/products/bluechip/downloads.asp

a) Single-click on the ‘PKI Certificate Manager Installer Application (Windows)’ link
b) Choose ‘Run’ or ‘Open’
c) If Prompted choose ‘Run’ again

d) The installation program will display a Licence Agreement. Please read the software licence
and if you agree, click the Agree button to continue

e) The installation program will now install the PKI Certificate Manager. Click the Install button
to continue.

f)  You will be prompted when the installation procedure has finished successfully. Click the OK
button to complete the installation.

PKI Certificate Manager Installer [g|
! E 1 files extracted successfully
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Step 2: Determining the Store location and Password
1) Open Blue Chip and log in.

2) Navigate to Setup > Practice > Batch Types and select the batch type used for your online claiming.
(this is usually HIC BB or HIC DVA)

3) Click the “Configure Medicare Australia” Button

4) Select the Location and Authentication tab and write down the Location ID (this is your store
password) and the Crypto Store Location. (Note the Crypto Store Location maybe different to what is
displayed in the example below) Please ensure you write the Location ID & Crypto Store
Location down as you will need this information in later steps.

5) Cancel the Medicare Australia Setup and Batch Setup window and close Blue Chip, ensure Blue
Chip is closed on all other computers.
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Step 3: Update the Site Certificate

1) Make a backup of your existing PSI Store (hic.psi) before proceeding further:

2)

a) Click on the Windows Start button > Run

b) In the run box type the Crypto Store Location that you noted down in step 2 and click Ok. You should
now see a file named “HIC.PSI".

c) Create a new folder in the windows that you have just opened by selecting File > New > Folder from
the Windows tool bar. The new folder name will now be highlighted blue simply type “Store Backup”
to rename the folder.

d) Right click on the hic.psi and select copy
e) Right click on the Store backup folder you just created and select paste.
f) Close the window

Go to Start > Settings > Control Panel or Start > Control Panel (depending on Windows setup) and
double-click the PKI Certificate Manager icon. (Note if the Control Panel doesn’t look the same as the
screenshot below then change the view by clicking the “Switch to Classic View” option located in the top
left hand corner of the window you have opened)
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Select the Current Store Location:
Upon opening the PKI Certificate Manager, you may experience one of the two following scenarios:

(Identify your configuration by reading the following two scenarios. Once you have identified your
configuration proceed to the correct page listed.)

Scenario One: If the PKI Certificate Manager already knows the location of you PSI Store, The following
screen will appear. (Note your screen may differ slightly) Proceed to Page 6

Scenario Two: If the following window appears. Proceed to Page 9
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Scenario One
Import the Location / Personal Certificates:

If you have successfully navigated to your PSI Store, you should be presented with a window similar to the
following. This image indicates that The PKI Certificate Manager has already located the PSI store.

1) Assuming you are already viewing the above window, click on the Store button and select ‘Initialise
Defaults’.
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2) You will be prompted for your Store password. The Store password is your Location ID that you noted in
Step 2. Click Next. Note your password will be in upper case BCP followed by numerals e.g. BCP01234

3) You will be presented with a list of certificates that will be imported. Click the Finish button to continue.
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4) Click on the Other People tab. You should then be able to see two Medicare Australia certificates, plus
Catherine Argall certificates (below). This confirms that you have completed this task successfully.

You have now completed the certificate renewal process; you may now close the Certificate Manager.

Do Not continue to page 9 of the instructions

To test a successful certificate renewal in Blue Chip, verify a patient from the Patient Details screen in Blue
Chip if the verification is successful the certificate renewal was also successful.
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Scenario Two

Import the Location / Personal Certificates:

1) Check the option “Use an existing Store” and click Next.

2) You will now be prompted to enter the store’s location. Type the Crypto Store Location that you
noted down in step 2. Add the store name hic.psi after the last backslash of the Crypto Store
Location.

3) Click Finish.
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If you have successfully navigated to your PSI Store, you should be presented with a window similar to the
following. This image indicates that The PKI Certificate Manager has already located the PSI store.

5) Assuming you are already viewing the above window, click on the Store button and select ‘Initialise
Defaults’.

6) You will be prompted for your Store password. The Store password is your Location ID that you noted in
Step 2. Click Next. Note your password will be in upper case BCP followed by numerals e.g. BCP01234

7) You will be presented with a list of certificates that will be imported. Click the Finish button to continue.
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8) Click on the Other People tab. You should then be able to see two Medicare Australia certificates, plus
Catherine Argall certificates (below). This confirms that you have completed this task successfully.

Note: This screenshot shows Site Certificates

You have now completed the certificate renewal process; you may now close the Certificate Manager

To test a successful certificate renewal in Blue Chip, verify a patient from the Patient Details screen in Blue
Chip if the verification is successful the certificate renewal was also successful.
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